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Objective: The theoretical foundations of provable security for modern
cryptography and secure protocols.
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Pre-requisite Courses: Computation theory, information security, network

security, or cryptography recommended

S BRAR S B

Y e g - i RN

CH oo gt

B EF A 2 B n S 5

F o
. },rff'?ﬁk‘@%_ﬂg

It

1
2
3
4
5. FEEM & 4R A B ER K

1. Fundamental mathematical tools in provable security
2. One way function

3. Pseudorandom generator and pseudorandom function
4. Zero-knowledge proof
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. Provable Secure Encryption and Signature Systems
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Teaching Method: Lectures and paper presentation / discussions
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Textbook: Foundation of Cryptography, Vol. I, O. Goldreich
1. Crypto, Eurocrypt, Asiacrypt conference papers
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2. Cryptography: Theory and Practice, Stinson
3. Lecture Notes on Cryptography, S. Goldwasser
4. Lecture Notes on Cryptography, M. Bellare and Rogway
5. Berkeley CS276 class notes, Cryptography, Trevisan and Wagner
6. U. Maryland class notes, Cryptography, J. Katz
7. U. Technion class notes, Cryptography, M. Naor
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Schedule:
1. Fundamental mathematical tools, 2 weeks



2. One way function, 4 weeks

3. Practical aspects of pseudorandom number generator, 1 week

4. Pseudorandom generator and pseudorandom function, 5 weeks

5. Zero-knowledge proofs, 3 weeks

6. Provable secure encryption system and signature systems, 2 weeks
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Evaluation: Homeworks, paper presentation, class participation



